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Abstract

Althoughautocodingtechniquespromiselarge gainsin
softwae developmenproductivity their “r eal-world” ap-
plicationhasbeenlimited, particularly in safety-criticaldo-
mains.Often ,themajorimpediments themissingrustwor
thinessof thesesystemsdemonstating—Iletaloneformally
certifying—thetrustworthinessof automaticcode genem-
torsis extremelydifficult dueto their compleity andsize

We developan alternativeproduct-orientectertification
appmoad which is basedon five principles: (1) trustwor
thinessof the genemtor is reducedto the safetyof eath
individual geneited program; (2) program safetyis de-
fined as adheenceto an explicitly formulatedsafetypol-
icy; (3) the safetypolicy is formalizedby a collection of
logical program properties;(4) Hoare-styleprogram veri-
fication is usedto showthat eat genemated program sat-
isfiesthe required properties; (5) the codegeneator itself
is extendedio automaticallyproducethe codeannotations
requiredfor verification. Theapproac is feasiblebecause
the codegenertor hasfull knowledg aboutthe program
underconstructionand aboutthe propertiesto be verified.
It canthus genemte all auxiliary codeannotationsa the-
orem prover needsto discharge all emeging verification
obligationsfully automatically

Here wereporthowthis approadc is usedin a certifica-
tion extensiorfor AUTOBAY ES, anautomatigprogramsyn-
thesissystenwhich geneatesdataanalysisprograms(e.g.,
for clustering and time-seriesanalysis) from declamative
specifications.In particular, we describehow a variable-
initialization-befoe-usesafetypolicy can be encodedand
certified.

1 Intr oduction

Autocodingtechniquedalso called code-generatiotr
automatigprogramsynthesispreconcernedvith thetrans-
lation of high-level specificationsanto code. Thesetech-
niguescanimprove productvity by allowing developersto

specify software behavior at a high level of abstraction,
leaving the codegeneratorto managethe implementation
details.If correctthesetechniqueslsopreventerrorsfrom
being introducedin the implementationprocessthusim-
proving softwarequality. Autocodingis thereforean entic-
ing approacHor safety-criticalor security-criticalapplica-
tion domainsg.g.,spacecrafhavigationandcontrol. How-
ever, in thesedomainsijt facesacrucialdilemma:canusers
really trust the codegenerators?Demonstratinghe trust-
worthinessof a codegeneratois extremelydifficult dueto
its complexity andsize,sotheuseof autocodingapproaches
in safety-criticaldomainshasbeenminimal. In this paper
we describean alternatve approachwhich demonstrates
trustworthinessfor eachgenerategrogram(i.e., the prod-
uct) separatelyratherthanfor the entire generatoisystem
(i.e.,theprocess).

Trustworthinessis a multi-facetedsoftware quality fea-
ture; typically, it involves questionslike “Can the ven-
dor be trusted?”, “Can the user be trusted?”, or, obvi-
ously “Can the code itself be trustedto behae as ex-
pected?” In this paperwe focuson the last aspect;more
preciselywe focuson thecertificationof codewith respect
to certainpropertiesthat are usually expectedto hold for
trustworthy code. Typical properties,which our approach
can handle,are array boundssafety operatorsafety and
variable-initialization-before-se. Violationsof theseprop-
erties(usually“buffer overflow”, whichis anarray-bounds
violation) have causedseveral safety-and security-critical
incidents,jncluding mary Internetworms.

Due to the compleity and size of the generatedpro-
grams, however, neithertesting nor code inspectionscan
realisticallybeusedio demonstrat¢hattheselectegroper
tieshold. Our approactthususesformal codecertification
Our basicideais to extendthe codegeneratorsuchthatit
providesformal proofsthatthe generatedodesatisfieshe
selectegroperties Theseproofssene ascertificateawvhich
canbe checledindependentlyby the codeconsumer by
a certificationauthority for examplethe FAA. Codecer
tification is basedon the sametechnologyas Hoare-style
programverification;in particular it alsousescodeannota-



tionsto formalizethe properties.The difference however,

is in the details: the propertiesaremuchsimplerandmore
regularthanfull behavioral specificationsBoth aspectsare
crucial. Sincethe propertiesaresimpleandregular, the an-
notationscanbe derived schematicallffrom a public safety
policy and automaticallyinsertedinto the generatectode.
Proving thesepropertiesgivenannotategrogramsjs then
straightforvard,andcanbe performedby anautomatedhe-
oremprover (ATP).

Our approachs similar to the conceptof proof carrying
code(PCC)[16]. It alsorelieson a small, simple kernel
of trustedcomponents.Thesecomponentsthe safetypol-
icy, verificationconditiongenemtor (VCG), andthe proof
cheder, arevery simpleandcanbe verified usingstandard
softwaredevelopmentechniquesErrorsor malicioustam-
peringin the complex partsof the software(i.e., the code
generatoandtheoremprover) will causethe proof process
to fail at somestep. Surprisingly this holds even though
we usethe codegeneratoitself—andnot the programmey
asin PCC—toproducethe auxiliary annotationge.g.,loop
invariants)which arerequiredto make the proofspossible;
in particular a wrong (i.e., too strong)loop invariantwill
just causethe proof procesdo fail at a later step. Thus, if
we canprove several safetypropertiesaboutthe generated
code,we cangain a very high level of trust that this code
will, in fact,runsafely

This paperelaboratesour approachin [22, 21] where
we describedan extensionof the programsynthesissys-
tem AUTOBAYES which is ableto certify generatectode
with respecto operatorsafetyandarrayboundssafety In
this paperwe have a systematidook at certifiableprogram
propertiesandshow aninitial taxonomyof theseproperties
(cf. Section2). Section3 givesthe necessarypackground
informationon proof carryingcodeandprogramsynthesis,
and describesthe extendedarchitectureof AUTOBAYES.
Section4 then focuseson the formalization of the safety
policies,in particularvariable-initialization-before-se,us-
ing anextendedsetof Hoarerules.Our approactellows us
to easily customizea safetypolicy in orderto enforcead-
ditional constraintse.g., programmingstandards.In Sec-
tion 5, we describehow the codeannotation@regenerated
within the synthesissystem,andhow the proof obligations
areproducedyy theverificationgeneratoandprocessety
the automatedheoremprover. Section6 relatesour work
to otherapproache verification,certification,andgener
ation of trustworthy code;in Section7, we summarizeand
sketchcurrentandfuturework.

2 Property Verification

Traditionally, programverificationhasfocusedon show-
ing thefunctionalequivalenceof (full) specificatiorandim-
plementation.However, this verificationstyleis extremely

demandingbecause®f theinvolvedspecificatiorandproof
efforts, respectiely. Furthermoremary aspectsf trust-
worthinessareusuallynotexpressedn thespecificatiorand
thus not demonstrateaxplicitly. More recentapproaches
thusconcentrat®n shaving specificpropertieghatareim-
portantfor softwaresafetyandsecurity

While mary mechanismsand tools for verifying pro-
gram propertieshave been published,especiallyfor dis-
tributedsystemge.g.,modelchecking),relatively little at-
tentionhasbeenpaidto the propertiegshemseles. There-
latedwork in this areais usuallyconcernedvith computer
security[19]; we are interestedin all “useful” and “im-
portant” properties. To help guide our researchwe have
createdaninitial taxonomyof verifiable propertiesof pro-
grams.A first attemptis showvnin Figurel.

Safetypropertiespreventthe programfrom performing
illegal or nonsensicabperationssuchasaccesgo unavail-
able memory addresse®r division by zero. Within this
catgyory, we further subdvide into five different aspects
of safety Memory safetypropertiesassertthat all mem-
ory accessefvolving arraysand pointersarewithin their
assignedounds. Type safetypropertiesassertthat a pro-
gramis “well typed” accordingto a type systemdefined
for the language.This type systemmay correspondo the
standardype systemfor the languagepr may enforcead-
ditional type checkingobligations,suchasensuringthatall
variablesrepresentinghysicalquantitieshave correctand
compatibleunitsanddimensiongcf. [14]). Numericsafety
propertiesasserthatprogramswill performarithmeticop-
erationscorrectly Potentialerrorsinclude (1) using par
tial operators like divide or squareroot, with arguments
outsidetheir defineddomain,(2) performingcomputations
that yield resultslarger (overflon) or smaller (underflaw)
thanarerepresentablen the computerand(3) performing
floating point operationsvhich causean unacceptabléoss
of precision. Exceptionhandlingpropertiesensurethatall
exceptionghatcanbethrown within aprogramarehandled
within the program. Ervironmentcompatibility properties
ensurethat the programis compatiblewith its target ervi-
ronment. Compatibility constraintsspecify hardware, op-
eratingsystemsandlibrariesnecessaryor safeexecution.
Parameterconventionsdefineconstraintson programcom-
municationandinvocation.

Resouce limit properties check that the required re-
sourcesfor a computationare within somebound. Live-
ness/pogresspropertiesareusedto showv thatthe program
will eventually performsomerequiredactivity, or will not
be permanentlyblocked waiting for resources. Security
propertiespreventa programfrom accidentalbr malicious
tamperingwith the ervironmentand from being modified
by anattacler.

Trustworthinessof a programcannotbe relatedto just
oneproperty;only if the softwaretogetherits ervironment
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Figure 1. Overview of verification properties

fulfills a setof propertiest canbe consideredrustworthy.
Clearly, thereis overlapbetweenthe propertiesin the dif-
ferentcategories;for example,mary securityflaws aredue
to safetyviolations(e.g.,memorysafetyviolationsin form
of buffer overflows). We planto extendandclarify this tax-
onomyin futurework. For this project,we areinterestedn
non-trivial propertieghatareamenabldo automaticverifi-
cation. Therefore,in this paperwe concentrateur inves-
tigationson a particularsafetyproperty:variabledefinition
beforeuse.Two otherpropertiespperatorsafetyandarray-
boundssafetyarealreadydiscussedn [22, 23].

3 Background
3.1 Proof-Carrying Code

PCCI16, 1] is acertificationapproactespeciallyfor mo-
bile code. Many distributedsystemge.g.,browsers,cellu-
lar phoneshllow the userto downloadexecutablecodeand
runit onthelocal machine.If the origin of this codeis un-
known, or the sources nottrustworthy, this posesaconsid-
erablerisk: thecodemaynotbecompatiblewith thecurrent
systemstatusor the codecandestry critical data.

The PCC conceptand systemarchitecture(Figure 2)
have beendevelopedto addressthe problem of shawving
certainproperties(i.e., the safetypolicy) efficiently at the

time whenthe softwareis downloaded. The developerof

the softwareannotateshe programwhich is thencompiled
into object-codeusing a certifying compiler, e.g., Touch-
stong[3]. Suchacompilercarriesoverthe sourcecodean-
notationsto the objectcodelevel. A VCG processeshe
annotatedcodetogetherwith a public safetypolicy. The
VCG produceslargenumberof proofobligations.If all of

themare proven, the safetypolicy holdsfor this program.
However, sincetheseactvities are performedby the pro-
ducer the provided proofsare not necessarilytrustworthy.

Thereforetheannotatedodeandacompressedopy of the
proofsarepackagedogetherandsentto the user Theuser
reconstructshe proof obligationsandusesa proof checler
to ensurethat the conditionsmatchup with the proofsas
deliveredwith the software. Both, the VCG andthe proof
checler, needto betrustedin thisapproachHowever, since
aproofchecleris muchsimplerin its internalstructurethan
aprover, it is simplerto designandimplementin a correct
and trustworthy manner Furthermore,checkinga proof
is very efficient, in stark contrastto finding the proof in

thefirst place—whichis usuallya very complex andtime-
consumingprocess.

A numberof PCC-approachdsave beendeveloped par
ticularly focusingon the compactand efficient representa-
tion of proofs(e.g.,usingLCF [16] or HOL [1]). However,
all of theseapproachearein practicerestrictedo very sim-



ple properties. More intricate propertiesrequirethe pro-
ducerof the programto provide elaborateannotationsand
to carryout complicatedormal proofsmanually
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Figure 2. Typical architecture for proof carry-
ing code . Trusted components are below the
dot-dashed line.

3.2 Program Synthesisand AutoBayes

Automatedprogramsynthesigimsatautomaticallycon-
structing executableprogramsfrom high-level specifica-
tions. It is usuallybasedon mathematicalogic, although
a variety of differentapproachesxist [13]. Here,we will
focuson a specificapproachschema-basegrogramsyn-
thesis,and a specificsystem,AUTOBAYES. AUTOBAYES
[6] generatecomplex dataanalysisprogramsfrom com-
pactspecificationgn the form of statisticalmodels. It has
beenappliedto a numberof domains,ncluding clustering,
changedetection sensomodeling,andsoftwarereliability
modeling,andhasbeenusedto generatgrogramswith up
to 1500linesof C++ code.

AUTOBAYES synthesizesodeby repeatedapplication
of schemas A schemaonsistf a programfragmentwith
openslots anda setof applicability conditions. The slots
arefilled in with codepiecesby the synthesisnginecall-
ing schemasecursvely. The conditionsconstrainhow the

input specification

x ~ N(mu, si gma
max pr(x | m..

|

AutoBayes

Synthesis System

annotated l code

mli] = ...
(* POST ...

VeG Safety
olic
first order logic policy
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Figure 3. AutoBayes system architecture , ex-
tended for code certification

slotscanbefilled; they mustbe provento holdin the given
specificationbeforethe schemacan be applied. Someof

theschemasontaincallsto symbolicequationsolvers,oth-

erscontainentireskeletonsof statisticalor numericalalgo-
rithms. By recursvely invoking schemasand composing
the resulting code fragments,AUTOBAYES is ableto au-
tomatically synthesizeprogramsof considerablesize and
internalcompleity.

Figure 4 below shavs in stylized Prolog-notationa
slightly simplified schemawhich is selectedvhena func-
tion needgo be maximized.It synthesizes codefragment
C which calculatesghe maximumw.r.t. a single variable X
for asymbolicallygivenfunctionF. Theapplicabilityof this
schemas restrictedo casesvhereafirst derivative of F ex-
ists. The schemdirst triesto computethe maximumsym-
bolically by solvingthe equationoF/0X = 0 for X. If that
succeedsit returnsa single assignment.Otherwise anit-
eratve numericaloptimizationroutinemustbe synthesized
in orderto solve thegivenproblem.Suchanalgorithmcon-
sistsof threecodesggments:finding a startvaluex,, calcu-
lation of the searcldirectionp, andthesteplength. Then,
startingwith zo, the maximumis soughtby iteratively ap-
proachingthe maximum: 11 = z + Apr (for details
see[9, 17]). Our schemaassembleshis algorithm by re-



cursie callsto schemado obtaincodefragmentsCinit
CSteplength , andCStepdir  for initialization, calcu-
lation of the steplength, and stepdirection, respectiely.
Instantiationof codefragmentdn the algorithmskeletonis
denotedby <...>

schema(max F wrt X, C) :-
exists(first-derivative(F)),
symbolic_solve(d(F, X) == 0, Solution),
if  (Solution 1= not_found)
C = "<X> := <Solution>",
else {
schema (getStartValue(F,X), Clnit);
schema (getStepsize(F,X),CSteplength);
schema (getStepdir(F,X),CStepdir);
C = "{ <ClInit>;
while(converging(<X>))
<X> = <X> +
<CSteplength>*<CStepdir>; Ja
}.

Figure 4. Synthesis Schema (Fragment)

While we cannotpresentetailsof the synthesiprocess
here we wantto emphasiz¢hatthe codeis assembledrom
building blockswhich are obtainedby symboliccomputa-
tion or schemainstantiation. The schemaslearly lay out
the domainknowledgeandimportantdesigndecisions.As
wewill seelateron,they canbeextendedn suchawaythat
theannotationsequiredfor the certificationarealsogener
atedautomatically

3.3 AutoBayes/CC

The architectureof our certifying synthesissystem(see
Figure 3) is similar to the typical proof-carryingcode ar
chitectureshawvn in Figure 2. However, sincewe are cur-
rently not dealingwith proof validation aspectswe only
have three major building blocks: the synthesissystem
AUTOBAYES (which replaceghe certifying compiler),the
verificationconditiongeneratarandtheautomatedheorem
prover.

The systems$ input is a specification of a statisti-
cal model. This specificationneed not be modified for
certification—theprocesss thuscompletelytransparento
theuser AUTOBAYES thenattemptso synthesizeodeus-
ing the schemagiescribedabore. Theseschemasare ex-
tendedappropriatelyto supportthe automatiogeneratiorof
codeannotations. AUTOBAYES producesModula-2codé
which carriesthe annotationsas comments. Annotations
and codeare then processedy the verification condition

1SinceM ops works on Modula-2,we extendedAUTOBAYES to gen-
erateModula-2code.Usually AuTOBAYES synthesize€++/C programs
for the Octave andMatlabenvironments.

generatoMoPs[11]. Its outputis a setof proof obligations
in first orderpredicatdogic which mustbe provento shav
the desiredproperties.In orderto do so, a domaintheory
in form of a setof axiomsmustbe addedto the formulas.
Finally, theseextendedproof obligationsare fed into the
automatedheoremprover E-SETHEO[2].

4 SafetyPolicies

Thefirst stepin our approachs to definepreciselywhat
constitutesur propertiedy formulatingthemaspredicates
within a logic. Then,we mustdefinesomemechanismto
transforma programinto a seriesof verificationconditions
thatarevalid if andonly if thesafetypropertiesaresatisfied.

Hoarerules[25] form the foundationof our approach.
They aretriples of the form {P} C {Q} whereC is a
statementn animperative programminglanguageand P
and @) are predicates. The statemenfactsas a predicate
transformey that s, it describeshow (the statedescribed
by) predicateP is transformednto predicate) by the ex-
ecutionof C. Ourideais to addexplicit constraintgo the
predicatesn the rulesto ensurethat eachstatemenfulfills
the requiredproperties.We usea predicateSafeExpp (E)
which is true iff property P holds for the expressionE.
For the most part, thesemodificationsare in the form of
strengthenegreconditions.In the sectionsbelow, we will
give a formal definition of this predicatefor our selected
safetypolicy.

4.1 Variable Initialization Before Use

At first glance aninitialization-before-ussafetypolicy
mayseemunnecessarfor two reasonsFirst, moderncom-
pilers can detectmary violations of this property How-
ever, more intricate cases(e.g., within loops and arrays)
are not handledby the usualcompilers. Second for full
functional equivalenceproofs, uninitialized variableswill
in mary casescauseproof obligationsto be unprovable?
However, whenproof obligationsarerelatively weak,asit
is for safetypolicies, uninitialized variablesdo not neces-
sarily causeproof obligationsto fail but canstill causea
programto yield incorrectresults. Therefore,an explicit
initialization-before-use@ropertyis an importantaspectof
ary safetypolicy.

To formalizethe policy, we mustfirst addthe notion of
variableinitializations, ratherthan simply variablevalues,
to thelogic. This could be accomplishedy addingan ex-
plicit bottomvalueto the domains asusualin denotational
semantics.However, this complicateseasoningaboutthe
proof obligationsunnecessarilyWe thususeshadowvari-

2|f the obligationsremainprovable,the useof aninitialized variableis
irrelevantto the specifiedfunctionalityandcouldberemoved.
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Figure 5. Hoare rules with init-bef ore-use safety polic y extensions

ablesin thespecificatiorthatkeeptrackof the statusof pro-

gramvariables.In our case,for eachvariablez, we asso-
ciatea shadov variablex;,;;, wherez;,;; caneitherhave

thevalueiniT or uniniT. Wheneverthevariableis assigned
a value, the shadev variableis setto iniT; whenever the

variableis used,an obligationis addedto ensurethat the

shadev variableis equalto iniT. The shadev variablesare

purespecification-lgel variablesj.e., they arenot accessi-
ble by the program.

More concretely to checksafety we definea function
VariableRefsthatreturnsall variablereferencegincluding
arraysubscriptswithin anexpression.Then,a safeexpres-
sion,with respecto ourinitialization policy canbedefined:

SafeExpf(E) = Vv € VariableRef§E) : vjpi = INIT

The SafeExpy predicates higherorder, asit quantifies
over expressionsn the programsyntax. However, since
VariableRef$E) yields a finite set, we can expandthese
guantifiedpredicatesover variablesand expressionsnto a
sequencef first-orderpredicates.For example,giventhe

statement:
glk, cfk]] = 1.0;

Then, SafeExpr(q[k, c[k]]) yields the following safety
predicatepnceexpanded:

Kinit = INIT A Cinit[k] = INIT A @initlk, c[k]] = NIT.
4.2 Modified Hoare-Rules

Figure 5 specifiesthe entire safetypolicy via modified
Hoare-rules. The first rule describesscalarassignments,
and is the sameas the standardHoare assignmentule,
exceptthat it hasa strengthenegbreconditionthat checks
whetherall variablesreferencedvithin the assignmenex-
pressionhave beeninitialized. The secondrule describes
assignmenbof arraycells. Unlike scalarassignmentarray
cell assignmentannotbe handledby simple substitution,
becaus®f thepossibility of aliasingof arraycells. Instead,
we think of thearrayasdescribinga mappingfunctionfrom
cells to values. An assignmento a cell is an updateof



the mappingfunction, written asz{(eo, €1, ...,e,) — e}.
This approachss the standardextensionof the Hoarecal-
culusto handlearraysandis describedfully in [15]. We
strengtherthe preconditionof this rule to ensurethat both
the subscriptexpressiondn the left-handside andthe as-
signmentexpressioraresafe.

The next threerulesdescribeconditionalandloop state-
ments. They are the sameas the standardHoare rules,
with strengthenegreconditionso shav thattheir expres-
sionsare safe. Finally, we definethe standardHoarerule
of consequencewhich statesthat we can always legally
strengtherthe preconditionor wealenthe postconditiorof
astatementSoundnessf all rulesis obvious.

4.3 Customizingthe SafetyPolicy

Coding standardsare a traditional way to increasethe
trustworthinessof software systems.They prohibit the use
of certainlegal but errorpronecodingpractices Most soft-
ware processes$or safety-criticalapplicationsthusrequire
that the developedsoftware follows a given coding stan-
dard. Obviously, automaticallygenerateccode mustalso
adhereto thesestandardsBy formalizing the coding stan-
dardsas safetypolicies and by extendingthe Hoare-rules
describedabove, we canin fact demonstratéormally that
thegenerateaodefollows customizedcodingstandards.

As anexamplewe will customizeour policy suchthatit
supportsthe following coding standard:“Index variables
for for -loops shall not be usedoutsidetheir enclosing
loops: This standardprohibits situationswherethe loop
index variableis ahusedto force a prematurdoop exit and
its valueis laterusedto checkwhethertheloopwasaborted
or finishedproperly(Figure6A).

(A) FORi := 1 TO N DO
<...>
IF <..> THEN
i == N+ 2 (* abort ¥
END
END
IF i =N+ 2

THEN<..> (*
ELSE <..> (*
END

aborted? *)
terminated? *)

(B) FORi := 1 TO N DO

1 TO M DO

Figure 6. Violations of the coding standard

The codeexamplein Figure6B shavs anothereffect of
our extendedsafetypolicy. Here,thetwo nestedoopserro-

neouslyusethe sameindex variablewhich canleadto un-
intendedprogrambehavior. Suchimproperly constructed
loops can easily ariseif the codegeneratoris not imple-
mentedcarefully However, our extendedsafety policy
catcheghis situation.

The policy is implementedby addingtwo more values
to the domainof our shadev variables: Loopr and sTALE.
Thesevaluesrepresenthe stateof a loop-index variable
within the loop and following the loop, respectiely. We
thenmodify thedefinitionof SafeExpto allow expressions
insidealoopto useloop variables:

SafeExpf(E) =
Vv € VariableRef§E) : (vinit = INIT V Vit = LOOP)

Next, we needto modify boththe assignmentulesand
thefor-loop rule in orderto distinguishbetweenoop vari-
ablesandvariablesassignedy othermeansThesechanges
areshown in Figure 7. For scalarandarray assignments,
we canonly assignvariableswhich have not beenusedasa
loopindex (i.e.,IN1T or uNiNIT). In thefor-looprule,we add
a constraintthat our loop variablehasnot previously been
assigned value. Within the loop, we assertthat the vari-
ableis beingusedasa loop counter(P[LooP/zini]), and
outsidethe loop, thatthe variableis “stale”, andcannotbe
used(P[STALE/Zinit])-

5 ProcessingAnnotated Code

5.1 The Verification Condition Generator

In thetypical proof-carryingcodearchitectureasshavn
in Figure 2 the safetypolicy is a separatecomponent.In
practice however, it is hardcodednto the verificationcon-
dition generatorcomponenbf the certifying compilet In
our currentimplementation,all required annotationsare
generatedothatin principleany VCG canbeused.For the
experimentswe usedthe VCG of the ModulaProving Sys-
temMopPs [11]. MopPs is a Hoare-calculudasedverifica-
tion systemfor alargesubsebf the programmindanguage
Modula-2. It usesa subsebf VDM-SL asits specification
languagethisis interpretechereonly assyntacticsugarfor
classicafirst-orderlogic.

5.2 Annotations and their Propagation

Annotatingthe large programscreatedoy AUTOBAYES
requirescareful attentionto detail and mary annotations.
Thereare potentially dozensof loops requiring an invari-
ant,andnestingof loopsandif-statementsanmale it dif-
ficult to determinewhat is necessaryo completelyanno-
tatea statementFor this reasonwe split the taskof creat-
ing the statementnnotationsnto two parts: creatinglo-
cal annotationsduring the run of AUTOBAYES, i.e., the
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Figure 7. Modified Hoare rules for coding standar ds safety policy

propersynthesigprocessandthenpropagatingthe annota-
tionsthroughthecode.Theschema-guidesgynthesisnech-
anismof AUTOBAY ES malesit easyto produceannotations
local to the currentstatementasthe annotationaretightly
coupledto theindividual schemaThelocal annotationgor
a statementlescribethe changesn variablesmadeby that
statementwithout needingto describeall of the globalin-
formationthatmay laterbe necessaryor proofs. Then,the
propagatioralgorithm (see[22] for details)pusheshe an-
notationghroughthe programuntil they areneeded.

Figure 8 shavs a small pieceof annotateccodewhich
initializes a matrix q for an iterative statisticalalgorithm.
A value of oneis setto exactly one elementin eachrow
pv57 ; the columnof this elements given by the value of
c[pv57] (for detailsseg[6, 23]). All annotationgrewrit-
ten as Modula-2 commentsenclosedn (* {...}*) . Pre-
andpost-conditionstartwith thekeywordspre andpost ,
respectiely, loop invariantswith a loopinv , and addi-
tional assertionsvith anassert

5.3 The Automated Prover

In orderto processhe generatedroof obligations,we
are using the automatedheoremprover E-SETHEO, ver-
sioncsp01][2]. E-SETHEO is a high-performanceheorem
prover for formulasin first orderlogic. Out of the 70 gen-
eratedproof tasksof our example,E-SETHEO could solve

68 automaticallywith a run-time limit of 60 secondson

a 1000 MHz. SunBladeworkstation. The remainingtwo

proof tasksrequiredsomepreprocessingpeforethey could
be proven automatically Thesepreprocessingtepshave

beendonemanuallyfor this experimentfor futureversions,
we will automategheseadditionalsteps.Most of the proof
taskscouldbesolvedin abouttwo secondsbhut severaltasks
tookupto 20 second€PUtime. Theoverallruntimeof the
proverfor all prooftaskswasroughly400 secondsgemon-
stratingthe practicalfeasibility of our approach.

6 RelatedWork

The approachmost closely relatedto ours is proof-
carrying code which has alreadybeendiscussedn Sec-
tion 3.1. However, dueto its focus on mobile code,PCC
coversmary aspectsve arenot yetinterestedn, e.g.,effi-
cientproofrepresentatioandproof checking.It alsoworks
onthelevel of objectcodeor typedintermediatdanguages
(e.g.,Flint[20]) andis thuscomplementaryo ourapproach.
Certifying compilersas Touchstong[3] or Cyclone [10]
could consequentlype usedto showv thatthe safetypolicy
establishean the sourcecodelevel is not compromisedy
the compilationstep.

Our methodologyusesdomainknowledge,built into the
synthesisystemto automaticallygenerateall the required
annotations.In contrastto this, mary reverseengineering



(* {loopinv

(forall jj int & (@O <=j and j < N) =>
(c_init(j) = init)) and
0 <= pv57 and pv57 <= N and
pv57_init = init and N_init = init and
C_init = init and
(forall a, b: int & (0 <= aand a <N
and 0 <= b and b < C) =>
g_init(a, b) = init) 1)
FORpv57 := 0 TON - 1 DO
(* {assert
(forall jj int & (@O <=j and j < N) =>
(c_init(j) = init)) and
(forall a, b: int &0 <=aand a <N

and 0 <= b and b < C) =>
g_init(a, b) = init) and

N_init = init and C_init = init and
0 <= pv57 and pv57 < N and
pv57_init = init and
c_init(pv57) = init  }¥);
alpvs57 I clpvs7]] = 1
END;
(* {assert
(forall jj int &(@© <=j and j < N) =>
(c_init(j) = init)) and
(forall ab: int & (0 <=aand a <N
and 0 <= b and b < C) =>
g_init(a, b) = init) and
N_init = init and C_init = init }*);

Figure 8. Excerpt of synthesiz ed code with
annotations. Actual Modula-2 statements are
underlined.

approachegy to recoverformal specificationandannota-
tionsfrom purecode.GannodandChend8] useastrongest
postconditiorpredicatetransformerto supportdifferentre-
verseengineeringasksbut their approactstill requiresad-
ditional manualannotationge.g., loop invariants). Ernst
et al. [4] try to infer suchinvariantsdynamically usinga
generate-and-testpproach:potentialinvariantsare gener
atedfrom a setof patternsandchecled againstpreviously
collectedrun-timetraceinformation. However, theinferred
predicatesrenot provento beactuallyinvariantsothatthe
approachs not suitablefor certificationpurposes.Flana-
ganand Leino [7] describea similar system,Houdini, to
supporttheir ESC/Jaa verification system. Houdini also
usesa generate-and-testpproachbut the test phaserelies
on ESC/J&a to prove the invariants. However, Houdini
doesnot usedomainknowledgein the generatephaseand
is thusrestrictedn the kind of invariantsit canrecover.
Obviously, our researchis alsorelatedto standardpro-
gramverification. However, programverificationconcen-
trateson shaowing full functional equivalenceratherthan

property verification. Lowry et al. [14] presentan ap-
proachfor certifying domain-specifigoropertieswhich is
basedon abstracinterpretation.They checkprogramsfor
framesafety anextendedypesafetyproperty Othersafety
propertiescan also be encodedin extendedtype systems
andthenchecledvia (extended}typeinferencealgorithms.
Suchapproachebave beenusedto shawv, for example,unit
and dimensionalsafety[18, 12] and memorysafety[26].
However, theseapproachesisually alsorequireadditional
annotations,e.g., type declarations. Moreover, most of
themarerestrictedto a specificsafetypolicy andthusless
generathanproof-basedertificationapproaches.

7 Conclusions

In this paper we have describedh novel combinationof
automatecprogramsynthesisand automatecprogramver-
ification with the aim to increasetrustworthinessof auto-
matically generatedtode. Our basicideais to generatahe
programtogether with detailedformal annotationswhich
arerequiredfor afully automatigproof of safetyproperties.
Thisapproacthis facilitatedby theknowledgeof thedomain
andthe programunderconstructiorwhich is formalizedin
the programsynthesissystem. Sinceit is virtually impos-
sible to re-generatehis informationfrom the synthesized
programonly, our approachis much more powerful and
“smarter”thanacertifying compilerandallows usto certify
comple propertiesfor mid-sizedprogramsfully automati-
cally. It alsoovercomeghe burdenof manuallyannotating
theprogram;the expansiorof the original 290linesof code
in our exampleinto morethan1,700lines of codewith an-
notationds a clearindicationthatmanualannotatioris out
of question.

Thisindependenterificationcomplementshenotion of
“correctness-by-constructiorgenerallybuilt into program
synthesis/generatiogystems. This notion meansthat the
systemalways producescodewhich correctlyimplements
the users specification. However, its validity dependson
the correctnes@nd consisteng of the underlyingsynthe-
sisengineandthe domaintheory Becausdhesearelarge
andcomple artifacts—comparable a compiler—current
technologycannotguaranteetheir correctnessThus,auser
mustin reality “trust” that the synthesissystemproduces
correctcode. Here,our approachprovidesa meanso for-
mally andautomatically(i.e.,atnocostfor theuser)Jdemon-
stratetrustworthinessof the synthesizegprogram,even if
thesynthesizeitself might notbefully trustworthy.

The work describedn this paperis only a first stepto-
wardsthis goal. In our currentprototype the safety-poliy
is hard-codedn theway theannotationgor eachindividual
propertyare generatedvithin the synthesisschemas.We
work explicit representationsf safetypolicies(e.g.,using
higherorderformulations)andtheir useto tailor the anno-



tationgeneratiorin AUTOBAYES.

Although our approachhas the potential to increase
trustworthiness of the synthesissystem and the code-
generataorour architecturestill relieson the correctnessf
E-SETHEO and Mops. We are planningto implementa
small andtrustworthy verification conditiongeneratorand
a smallandverified proof checler which is ableto give us
the certaintythatthe proofsproducedoy E-SETHEO arein-
deedcorrect. Futurework will alsoaddresdssuesrelated
to proof-carryingcode,in particulay a compactrepresenta-
tion of the proofsand performingthe proofson annotated
object-code.

With the emeging feasibility for the automaticgenera-
tion of safetycritical, non-trivial softwarecomponentsge.g.,
for navigation/stateestimatior{24]), ourapproacho certifi-
cationis ableto substantialljncreasdrustworthinesof au-
tomaticallysynthesized¢odeandfacilitatesthe useof syn-
thesissystemsn proof-carrying-co@ervironments.
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